Security

Chapter 8

Types of Threats

« Interception
e Interruption
* Modification
« Fabrication

Security Mechanisms

 Encryption
Authentication
Authorization
* Auditing




Example: Globus Security Architecture
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security threats s !

a) Protection against invalid
operations e o oes
b)  Protection against @
unauthorized invocations
c) Protection against
unauthorized users

Layering of Security Mechanisms (1)
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The logical organization of a distributed system into several layers.




Layering of Security Mechanisms (2)

. Encryption device
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Several sites connected through a wide-area backbone service.

Distribution of Security Mechanisms
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The principle of RISSC as applied to secure distributed systems.

Cryptography (1)
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Intruders and eavesdroppers in communication.




Cryptography (2)

Notation Description

Ka s Secret key shared by A and B

K Public key of A

K Private key of A

Notation used in this chapter.

Symmetric Cryptosystems: DES (1)
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a) The principle of DES
b)  Outline of one encryption round

Symmetric Cryptosystems: DES (2)
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Details of per-round key generation in DES.




Public-Key Cryptosystems: RSA

Generating the private and public key requires four
steps:

1. Choose two very large prime numbers, p and g
2. Computen=pxqandz=(p-1)x(q-1)
3. Choose a number d that is relatively prime to z
4. Compute the number e such that e xd = 1 mod z
Hash Functions : MD5 (1)
128-bit | [ Padded (multiple of 512 bits) |
Y ] e
DIQ'ESt < 512 bits
_Y
D'f:s‘ < 512 bits
Messagédigest

The structure of MD5

Hash Functions : MD5 (2)
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The 16 iterations during the first round in a phase in MD5.




Authentication (1)
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Authentication based on a shared secret key.

Authentication (2)
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Authentication based on a shared secret key, but using three
instead of five messages.

Authentication (3)
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The reflection attack.




Authentication Using a Key Distribution Center (1)
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The principle of using a KDC.

Authentication Using a Key Distribution Center (2)
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Using a ticket and letting Alice set up a connection to Bob.

Authentication Using a Key Distribution Center (3)
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The Needham-Schroeder authentication protocol.




Authentication Using a Key Distribution Center (4)
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Protection against malicious reuse of a previously generated
session key in the Needham-Schroeder protocol.

Authentication Using Public-Key Cryptography
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Mutual authentication in a public-key cryptosystem.

Digital Signatures (1)
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Digital signing a message using public-key cryptography.




Digital Signatures (2)
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Digitally signing a message using a message digest.

Secure Replicated Services
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Sharing a secret signature in a group of replicated servers.

General Issues in Access Control
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General model of controlling access to objects.




Access Control Matrix

Comparison
between ACLs
and capabilities
for protecting
objects.

a) Usingan ACL

b) Using
capabilities.
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Create access request ¢
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Protection Domains

Employee

World

Anonymous

Employee_AMS Employee_NYC Employee_SF

Dick Kées

The hierarchical organization of protection
domains as groups of users.
Firewalls

Packet  Application ~ Facket
filtering gateway  ftering
router router
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Inside LAN  Qutside LAN
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A common implementation of a firewall.
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Protecting the Target (1)

Class
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The organization of a Java sandbox.

Protecting the Target (2)

Untrusted code
Trusted code Untrusted code Only trusted code

» 4

g
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{a) (b)

a) A sandbox
b) A playground

Protecting the Target (3)

Local resources
accessible through objects A

Protected area
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time

Downloaded program

The principle of using Java object references as capabilities.
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Protecting the Target (4)

[ stack frame 02 |

[ disable_privilege )

Stack frame 01
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Stack frame
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The principle of stack introspection.

Call enable_privilege

Check access rights

ke
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The principle of Diffie-Hellman key exchange.

Key Establishment

Bob
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Bob

=g modn

Key Distribution (1)

[ Encryption [ Decryptlon._
Plaintext, P > method ‘ method » Plaintext
: J X ]
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Secure channels with
confidentiality and authentication

(a)

Secret-key distribution
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Key Distribution (2)
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()

Public-key distribution (see also [menezes.a96]).

Secure Group Management
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Securely admitting a new group member.

Capabilities and Attribute Certificates (1)

48 bits 24 bits 8 bits 48 bits

‘ Server port ‘ Object ‘ Rights ‘ Check ‘

A capability in Amoeba.
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Capabilities and Attribute Certificates (2)

Proposed
Capability new rights
Port | Object [11111111) c | 00000001
- Exclusive or |-
¥
f | One-way function
Restricted capability v

Port | Cbject (00000001 (C @ 00000001) |

Generation of a restricted capability from an owner capability.

Delegation (1)

Certificate

[ sig(A. R, Shax})] | Shroy

R Siraxy

access rights public Wf‘l of secret signéture

private pa.rt of secret

The general structure of a proxy as used for delegation.

Delegation (2)
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Using a proxy to delegate and prove ownership of access rights.
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Example: Kerberos (1)
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Authentication in Kerberos.

Example: Kerberos (2)
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Alice
Bob

Setting up a secure channel in Kerberos.

SESAME Components

Client-side components Doman Security Server Server-side companents
User Auth, | [TimmeT
Sponsor ™ Server[ | SMIB
APA iy
Chent { 1
Priviege| | Key PAC
Attribute| | Distr Validation
7y Server | |Server Facility Server
v A A . Apgplication
Cent - 1 I
Application
# -
| Securty Security |
Manager Manager
N >

Overview of components in SESAME.
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Privilege Attribute Certificates (PACs)

Field

Description

Issuer domain

Name the security domain of the issuer

Issuer identity

Name the PAS in the issuer's domain

Serial number

A unique number for this PAC, generated by the PAS

Creation time

UTC time when this PAC was created

Validity Time interval when this PAC is valid
Time periods Additional time periods outside which the PAC is invalid
Algorithm ID Identifier of the algorithm used to sign this PAC

Signature value

The signature placed on the PAC

Privileges

Alist of (attribute, value)-pairs describing privileges

Certificate information

Additional information to be used by the PVF

Miscellaneous

Currently used for auditing purposes only

Protection methods

Fields to control how the PAC i s used

The organization of

a SESAME Privilege Attribute Certificate.

Electronic Payment Systems (1)

Payment systems based
on direct payment
between customer

Payer's Payee's
and merchant. bark bank
. . T A
a) Paying in cash. Vit | 37 Depest
b) Using a check. Parer EH™E oo
c) Using a credit card.
Settlement Settiement
Payer's 57 Payes's Payers ¥ Payees
vanik 4 bank bank | _d Dai
Qrder g Orcer
Cheque vansier 3| eooh chack Credicard |1 wanster 3 Instruction)
Y ¥
Payrent | - Payrnant
Payer ¢ Eb- Payee Payer 2)- Payes
L "

Electronic Payment Systems (2)

Payment 1 Payment
Payer's yment p Payee’s Payer's | 4 Payee's
bank 2 bank bank le 3 bank
Transter & [ . Debat F—
i i 27 Transfer
order 3' Hotification Mot K.ann' 5 transfer e
1
Payer Payee Payer | » Payee
Authorization
(a) [C]

Payment systems based on money transfer between banks.
a) Payment by money order.
b) Payment through debit order.
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Privacy (1)

Merchant Customer Date Amount Item
Merchant Full Partial Full Full Full
Customer Full Full Full Full Full
Bank None None None None None
Observer Full Partial Full Full Full

Information hiding in a traditional cash payment.

Privacy (2)

Information
Merchant | Customer Date Amount Item
Merchant Full Full Full Full Full
Party Customer Full Full Full Full Full
Bank Full Full Full Full None
Observer Full Partial Full Full Full

Information hiding in a traditional credit-card system (see also [camp.lj96a])

E-cash

| Unblinded, unsigned ) Bank
Blinded, ed 1T -
" unsign Sign Werify
,KQ Blinded, signed blinded coin wvalidity
~ Y 7 TR
() Unblinded, signed ' # y
® 0\ \ox
: O r | o | e
Generate : . - .
coin | ™ Blinding ¥ Unblinding - Receive
| Payment
Payer Payee

The principle of anonymous electronic cash using blind signatures.
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Alice

Secure Electronic Transactions (SET)
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The different steps in SET.
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